
Lighthouse Geek Sheet 4: User Permissions

People who need them to carry out tasks on behalf of the party may need
Lighthouse access to achieve it - especially if they’re working with members,
donations, candidates, training or otherwise trying to make a local party run
smoothly.

To help them do their jobs and keep accurate records of what’s going on in the
party, those people will need to be given appropriate access to Lighthouse.

Each local party can appoint up to 2 Super Users, who are responsible for
managing who has access to Lighthouse within a local party.

Those Super Users can then create as many Users as your local party needs -
and in this guide, you’ll find out how to give people appropriate access, so they
can do their job and the party’s data remains secure.

Appointing Super Users

Super Users are appointed by an organisation annually, for a 1 year term.
Supers Users are the people in your organisation responsible for managing
access to Lighthouse.

You can see who your Super Users are on the Dashboard, as part of the
welcome section, and also in the Users section.

To appoint a Super User, you just need to email membership@libdems.org.uk
and the team will be happy to set them up for you.

For those of you more familiar with Connect, think of a Super User like a
Constituency Connect Manager.
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Adding new users

When adding a new user, you will be invited to set the level of permissions they
have for each Tab within Lighthouse, and there are three options*:

● View only - these users can only see contacts and records but not change
them.

● Edit - these users can update local party and member details and finance
records.

● Create - these users can add and delete certain records as well.

* Not all areas of Lighthouse have three options, some will have fewer.

Please consider carefully what level of access a new user needs for the tasks
they carry out for the party. No one should be given a level of access above what
they need to complete these tasks, and no one should be given access just for
the sake of having it.

The full list of user permissions that can be granted is listed below:

Tab What data it gives access to View Edit Create

Dashboard The Lighthouse Dashboard,
with useful key statistics and
recent changes

✅ ❌ ❌

Organisation Information about the
organisation you’re logged in as

✅ ✅ ✅

Banking Information about bank
accounts related to your local
party

✅ ✅ ✅

Branches Information about branches ✅ ✅ ✅
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(constitutional or not) in your
local party

Contacts People who are related to your
local party

✅ ✅ ✅

Roles Information on roles in your
organisation - like Officers and
Councillors

✅ ✅ ✅

Candidates Information on candidates and
candidate selections

✅ ✅ ✅

Donations Information on donations
received by your organisation

✅ ✅ ✅

Training Information on training courses
completed by people in your
organisation

✅ ✅ ✅

Trainers Information on people
accredited to train other people
in your organisation

✅ ❌ ❌

Membership
Rebates

Information on payments that
are made by HQ to your
organisation.

✅ ❌ ❌

Users Information on people who
have access to Lighthouse

✅ ✅ ✅

Reports Quick ways to return specific
data within the system

✅ ✅ ✅

Demographic
s

Information on the diversity of
your local party.

✅ ❌ ❌

The list above covers the accesses available to local parties. Other parts of the
party may have additional access.

Branch access

In addition, you can further restrict people’s access within a local party down to a
single branch.
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This means that they can only see records that have been assigned to that
branch - which can be useful for assigning access to Councillors, who may only
need to see a subset of data in the system.

You can find out more about branches here.

Who needs what level of permission?

This is the really big question we’ve built to - how do you decide on permissions
is left up to local parties.

You understand the skills and how people do their volunteer roles and the HQ
team trusts you to make sensible decisions.

When deciding on access, you should consider:

● Does the person need to create records in this area of Lighthouse? If not,
they shouldn’t have create access.

● Does this person need to change records in this area of Lighthouse? If not,
they shouldn’t have edit access.

● Does this person need to view records in this area of Lighthouse? If not,
they shouldn’t have access to the tab or sub-tab.

You should also consider people’s technical skill, as giving create or edit access
to someone with less well-developed IT skills may lead to them making more
errors, which could impact on members.

Equally, just because someone has better IT skills doesn’t mean they need full
access - as they may get access to data they shouldn’t have.

For example, if your Membership Development Officer isn’t involved in
fundraising, then they probably don’t need access to Finances, but probably will
to Contacts and Branches.

If your Secretary looks after sending out letters on behalf of the local party, then
they’ll probably need access to Contacts. They might also need access to Actions,
if they’re using them to manage actions from an executive meeting.

You might want to give a Councillor full user permissions to allow them to
campaign, fundraise and engage their membership, but restrict their access so
they can only view information in their ward.
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Data Protection

Every new Lighthouse user will automatically receive a series of onboarding
emails including information about our data protection policies once you’ve
added them, but as best practice, you should only set up logins for members
who are not LPOs if you have given them a volunteer induction taking them
through the key principles of data protection, which can be found here.

Every change made in Lighthouse is logged, so it is possible to see when
someone has edited it, making it easier to spot if someone is using the system
incorrectly.
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